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1) ZH|2IZHEE7|7HCAO, International Civil Aviation Organization)

A UZFFZ7]7HC15} ICAO)= 1944 FAUNFF2HI™, Al7HL Fehol
TAS A3 7| F2 A UEggel] B3t Y2 71& E Bl ol A A
4 78S A7gote] FFLLS EHO R gt} ICAOOA HFIL = EE A
T8 WHyl= RPAS W7 2(2015)0]th902 w7 2.2.1004 = EE0|ghe 2 AR
SHA] QARE 2FAPE HSOHA] 2 AHlolA 23eke F7le FRIGSVIE B

ofal, YA XFAOA 2FE+= TS 7] RPARemotely Piloted Aircraft)=

ol

ih)

11 Qlt}. BlE0o] RPAS(Remotely Piloted Aircraft System)+= RPAS ETTH ¥
2HolA, I B, A9EA F2 L RPA §F AAI BAIE 7IE 4984
55 5Xck= N o= FY3ith 2.2.6004= RPAS A9 A8 AE ATC B4

¢

901) 8% $94 - A4, 2018, "TEY] 95 MEL HHHI] AP QHE =R, 33
714, 470, 142-151.

902) ICAO, 2015, Doc 10019 AN/507, Manual on Remotely Piloted Aircraft Systems (RPAS),
https://skybrary.aero/sites/default/files/bookshelf/4053.pdf, ZZAMLY 2021.11.17.
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6ol A= H]YE=Z R Z(0]5} FOQA, Flight Operations Quality Assurance)_x(?:_ﬂ_i
H|Q71878429] 4484 9 7|55= A=l tigh AlFW8-S AAlstaL {leto04

SHARE, oRdAIE FRIGE7100 TRt 82 Egh=|of QA et ik, o714 aed

QU5g7] ool 871 AL WA A ZAS SIat H7ISAA A8

903) ICAO, 2020, Annex 13, Aircraft Accident and Incident Investigation,
https://www.emsa.europa.eu/retro/Docs/marine_casualties/annex_13.pdf, AU 2021.11.17.

904) ICAO, 2018, Annex 6, Part I — International Commercial Air Transport — Aeroplanes
Eleventh Edition.
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2) O|HESFEE(FAA, Federal Aviation Administration)

0] ARG (CI5F FAA)= vl &7 ARSI Ho =M AA A 71 Qbdstal
8949 BT 95 A2UL AT AL BEL FTREV, A % )

T T EE A4 59 I35 #H IAFYA IFE FEeThos)

28 UAS(Unmanned Aircraft Systems)Z HH5}1 oW, SMALL
UNMANNED AIRCRAFT RULE(C]S} PART 107)& 3l AFF17]0] et 4] Ak}
S A5l T PART 1079 58 W8S AwEY, £FFAFE71E 55bs(25ke)
st Aeeick o, ool 1A Holsh] eRe Alo] 45 7, The Fg7lo]
AE ¥, ) X4 S& 100mph(160km/h), T ¥o] 2t o]4F] ABFLIE7]
2 98 2% UF 2A, 28R o5 % A 2A, 339 - 22
ot ARt Al AFFES AlASH BEaL
Ath.900 FAAE ICAOSE THE A FOQAE B8t &7 Al HIAR 718, E4o| i3t
A A =t wEbA] PART 107°1A = 38 7150 gt W82 A= o]
QA &t} AR Advisory Circular 107-204 A RS 9 QFEHARL ofHFo] E& o

2 712 Bae] o] s 71&sk ko

O

Mo
ook
il

oH

g2

F 2], 99 E2 4F 22 & 9rA

of mlo

Fo

3) SEASOHA(EASA, European Aviation Safety Agency)

B FEZRPEA (05} FASA) 20020l Ao wizh §2o] BE obd 9 34
2 SHo] tigh 3], X 9 EES E6k 4% 24S J¥cke 4 A9
HE 717 % o tho08) EASAS] Regulation (EU) 2018/1139(13} 1139)0f] w2
FRIFEI = 23 G504 G2 Aol A& oR 8SHAU YA0R
25T 5 JEE HAE BE 371 AUEttho) Al1352004= (EU) 996/2010

905) Federal Aviation Administration, https://www.faa.gov/about/mission/, &AL 2021.11.15.

906) FAA, 2016a, SUMMARY OF SMALL UNMANNED AIRCRAFT RULE (PART 107),
https://www.faa.gov/uas/media/part_107_summary.pdf, ZSHAY 2021.11.17.

907) FAA, 2016b, Advisory Circular 107-2, Small Unmanned Aircraft Systems(sUAS),
https://www.faa.gov/documentlibrary/media/advisory_circular/ac_107-2.pdf, =AML 2021.11.17.

908) European Union Aviation Safety Agency, https://www.easa.europa.eu/light/easa, ZSHNY
2021.11.15.
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9] 577} giA|=lo] A+ Qo] tisf 2018/11397F H&E = 5719t BEldE nE
Abato] dieff Qb ZAMHA QRS Fatsict. ok, 560 wheh FR1gg71o] tigt
RISA Ei= AQlo] BAdHA] GF2 -9 ALRARE oHA] o T 4= Qlrho1o 11399
H&A ooflAe FIFE719] A, AL fAES 9 29S S BeedeR
AFF7] 84 9 PAZRZAY] T 4 &4, A E AZS 93t 71293,
A 7RSS 91 ASFE g 715 ], BRI AlRAR HEAE

HE-S 2RI 1139914 Fa71eh Ee FI35710] el 41221
712 QPARES A o3al QA Ytk Regulation (EU) 2019/947(015} 947)
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of

HE

T
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o

138

r

oAM= FRAFS7IAAE (UAS)O i3l Aolstal 9o, ol FRIds7] H ol&
YA Aojotr] gt AH|E u|gttto12) T3t 947004 = FRIFZ7|AAH] &
HEE A /HFF(Open), EF(Specific), 1S5(Certified) = F-ESH} 71E HE
9] BS99 AL, 97 234 E 7 QAR wEt AL, A2, A39] S
HEE FERIT O

of

UAS
50|15
gaa | Ty
(MTOM)
LRt CHRIYSAFS S 0SE  EEX A3t X
s | a2 EORE Q10U GlolRtN
co ° Jpsetmaor e Y, S=0| (ARSI UIRY | 16
= . - 2% (RH4Z10]
F2F S01M H@E Yoo o F gl

909) EASA, Regulation (EU) 2018/1139, Article 3, Definition, https://eur-lex.europa.eu/legal-
content/EN/TXT/PDF/?uri=CELEX:32018R1139&from=EN, &AM 2021.11.17.

910) EASA, Regulation (EU) 2018/1139, Article 135, Obligation to investigate,
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32018R1139&from=EN,
ZEAMD 2021.11.17.

911) EASA, Regulation (EU) 2018/1139, ANNEX IX, Essential requirements for unmanned aircraft,
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32018R1139&from=EN,
FEAAY 2021.11.17.

912) EASA, Regulation (EU) 2019/947, Article 2, Definitions, https://eur-lex.europa.eu/legal-content/
EN/TXT/PDF/?uri=CELEX:32019R0947&from=EN, &AL 2021.11.17.

913) European Union Aviation Safety Agency, ‘Drones (UAS)’, https://www.easa.europa.eu/
the-agency/faqs/drones-uas#category-understanding-the-%E2%80%980pen%E2%30%99-category,
FEAM4Y 2021.11.17.
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MU Ok Ay oo wy 5% TESREETEL 10
J|EER (150m 42)) S
(H|20%) o
£X : EASA, Requirements under the ‘open’ category
94791 Al18xN A= Het U= 718 AF T MEF E= B ®FoIA &9
3 A19% 23l wet UAS 2FAR] Wl Aol dieh Bus g4 9 RARR=

AAES T AZ skl Qlck
Regulation (EU) 2019/945(15} 945)= FRAIFS7IAARI(UAS)S] AA E A =0
Wt QFARGE AT BEA 1~5 SHAE AR A FolE ¢ At
Al Epfof & 712491 @ FARYEC] 71 E o] Utk BEA] collA= AF o R
A7 Adstr] 913t 571 71%5(Add-on)oll Thet @ARYE BAISHL l=H, 7L SOl
A QUFAQ] FE-2 33k AA| v 717 § FRIFS717F 37N 248 H A
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914) EASA, Regulation (EU) 2019/945, Annex Part 6, Requirements for a direct remote

identification add-on, https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:
32020R1058&rid=1, &MY 2021.11.17.

915) EASA, Regulation (BU) 2019/945, Annex Part 10, Contents of the technical documentation,
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32020R1058&rid=1, Z&
ALY 2021.11.17.
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Aok ooz JAPSHAA| ()5t IMU, Inertial Measurement Unit)7F
ARG AE AT 4+ A=l MU= I-EE SHFA(Gyroscope), 7197
(Barometer), 7FEE &7 7](Accelerometer), XA}7] AA(Geo-magnetic sensor)S
Ztth. AV E FAS S5 AleE SAlske AAR, 42477 SAZTX,
Transmitter)°ll jFdtal =& 24 Woll A7IRX, Receiver)Z} A7t 1Holl=
FAE0] A ko HiEElolA] SaEe ARE AN AP R Higkslo] IHtke
DA AA] (0]} PMU, Power Management Unit)7F £A5H o|2$t PMUE 53
ESC AAL7]| 2 MRS Fg8th ESC L7 |= FCOl W& Algo] wet pMU
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] TER= ESC ARG 10f olel] w2 X150} HRFo| et ZRHHE FLEAIcEo19)

(FERJIEEIFE) 232 A4 97],, 494, 1479,
919) °o]ztA, 2020, M2020 BIHAS HHAE =2, FeSETAL p.40-42.
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Analysis and Software Tools Assessment: DJI Phantom 4 and Matrice 210 as Case
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2l o At WayPointsOll A= E%A A, 9%, A R 9 AIRE =Tt
FAEL 92 Aldo= Fig 2719 Y& 44 EA7F Y|HE, (1¥ 3-30)
o A+ flight log HIOIE] & FLY036.DAT T49] AHE Sgol= AL & = Atk

— T 3l o =
[23 3-30] UFED PA DJI it E2 HIYE= Y A|Zst 24
Fle View Tools  Clou xtract  Python  Plug-ins  Report  Help Tips & Tricks Q ) Advanced '3
© Drone DJI Generic #6 S Welcome Journeys 21) x Extraction Summary (1) Timeline (17779) Locations (581)
. . R Start Time: 2018-06-21 2= 3:48:06(UTC~0)
End time:  2018-06-21 2 3:48:41(UTC+0)
Name:
Analyzed Data Source:
Account:
¥ @ Location Related (4194) Extraction:  Legacy

Source file: Flight Log_Datazip/FLY036 DAT : Oc44F6CTD

¥ 9 Device Locations (4194)

& Journeys (21) (3613 waypoints)

9 Locations (581)

From point

i+/[e] 2

v B system & Logs (20369

X|7HX] SE (9961203 106216476, 2476.04443359375) 247604

=

=
v B Log Entries (20369) 2 20l 75 t
=t S To poin

2}
B FLV000.DAT (433)
o : ) oserzss 105 eiss e ez 247800
B FLV002.DAT (482) -
s Waypoints (33)
FLY003.DAT (475) — v % 5 v
B0 T X K lstartTime E Position Timestamp
B FLV004.DAT (618)
1] 1 2018-06-21 23 10413360 2 (30061203, -106216.. 20180621 O 348
8 mwosares (30961201, -106.216..  2018-06-21 ©F 348
[/} 0621 O 0:42:400 @ - 0521 9% 3
B FLY006.DAT (503) n g 2 2018-06-21 2F 04340(UT... 2 ) o
(32961201, -106216.. 20180621 2 348
[/} 0621 9
B FLV007.DAT (721) L} ] 3 2018-06-21 2% 40527 2 (39961205, 106216 2016-06-21 2% 348
D) e v e i} 4 2018-06-21 2% 34B06UT... 2 (30.061208 -106216.. 20130621 2 348

() olElA @ vjrle

S8 - 3 Aol A ofelA] % Ml OF B4 5+ ik ofuix|2]
seolElExipel ofE. 371, B2, B, AZAL Bl W, 9%, A= 5
2o Tl YRg WSt Uk vrles] 4% Sgo| FAT IS HUY
et

P

fI3t CIXIZ A0 Dot gret 551
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[2& 3-31] UFED PA DJI it

=2 0[0|x| 24

Table View Thumbnail View

a Y

Kl P Ned <« )
+ e N

DJI0007.JPG | 2017-06-29 2% 2:37:08 +09:00

Folder View | Gallery View

pam | ¢

.
L 24 Name: DJI0007.PG

Accessed: 2017-06-29 2% 12:00:00
Changed:

Deleted:

Extraction: Legacy

Metadata

‘Camera Model:  FC6310

Pixel resolution: 3840x2160
Resolution: 72x72 (Unit: Inch)
Orientation: Horizontal (normal}
Map

Address:

Map Address:

+

i

¢ 3717

¢

4)
DJI

UFED PA9] Uncategorized Ml
EE 7|40 tigh A RS &L

EERIS Y 2IOQE
it 2= *DAT FEHZ AFH. DATE e RS
/\‘]Eﬂ /\] 9_]-0]0]— 2~ 011';]- EE ] ]:H‘l_i:]_ ?:I_l—l:::“j/"%

At 271 AEZQ] Body &

o

= = O SF A
W LED, FLYMODE, SENSOR & Z} FX|9] A 2155 I & 9l
[O2& 3-32] DJI it EE2 27 A Y AAII HE

5 C I -V T X K | Timestamp v Identifier ¥ | Body v Source v Extraction  Source file information
] i 2017-08-26 9% 12423 454354235 4769 [L-FMU/LEDIaction changed. farm app stop motor start:app stop motor start(l)  FLYO48DAT  Legacy FLY048 DAT : 0x14D6ESB
] 2 2017-08-26 2% 12420 444970592 4664 [L-DBG1]receive product config: cmd_id: 4 FLY048 DAT Legacy FLY048 DAT : 0x146018E
1 3 2017-08-26 2F 12420 444905189 4664 [L-FMU/LED]action changed. set home:(0) FLYD48 DAT Legacy FLY048.DAT : 0x145F6DD
1 4 2017-08-26 2F 12420 442563051 4638 [L-FLYMODE][Ctrl<1>] REQ_RC_NORMAL NAVI_FARM_MISSION ctrl_farm_mission FLY048 DAT Legacy FLY048.DAT
] B 2017-08-26 2F 12420 442562579 4638 [L-FARM][FARM] vel gear: 0 -> 3. FLYO4SDAT  Legacy FLY048 DAT
1 6 2017-08-26 2% 12420 442555054 4638 [L-HOMEJFirst. lati:22.6299534 longti-1 13.9289901 alti-131.27 FLY048 DAT Legacy FLV048 DAT : 0x1441A7A
L] 7 2017-08-26 2 12409 395105847 4110 [L-SENSORIIASRIASR Delay calibration: 501/460 FLV048 DAT Legacy FLY048.DAT : 0x11F5CDO

o]2jofz DAT
5o g Al

IH 5

g2 A=,

JEE 7|55kl

B, Sk, AR 7ESA, Aol 2AIA, R, e

Q}. A& Oxygen? 3L 1%, £, vjgF

UFEDO] H]3] 7149l HHE sj4slo] Ag et



H3F =T T

mjo

[22! 3-33] Oxygen Forensic E2 H|0|E{ 24

& Oxygen Forensic® Detective - o X
3 Fliht Logs - DI drone logs ... *
1] etracon e Export - resetriters (5] view - | [Gf] maps i
4 \’/" ) Barometric ... Velodity Ground speed  Current ... Battery (%) Battery ® Source file FLYO04.DAT Q
252929m  00iSmec  0Olmsec 14 94 41c Source file size. 176MB
254292m  0.007miec  0.004msec 14 En atoc
2592927m  0.007mfsec  0.00Smisec 14 EY 41eC ey . i;;(‘ m
ig ’
25429%m  0.004msec  0.00Imsec 14 En atoc Fightstop. 20170625 3555 UTC-0)
154293m  001msec  0.012mec 14 BN 410 Time stamp (UTQ) 2017-06-29 23 05:17:15 (UTC=0)
2592947m  00L2mEec  0.004msec 14 En atoc Atitude 25461 m
2542049m  00Mmisec  0.012msec 14 £ atoc Barometric ;:"“"; i
od misec
2592.844m  DOlimsec D009 mfec 14 En atoc Ground seen 0003 mrees
2542847m  0.003mpsec  0.003msec 14 £ a1ec Current satelites 13
2592947m  QOUSmsec  0.002mfsc 14 B 41 number
2542938m  0.003mec  0.003mkec 14 En atoc IMU temperature 65 °C
2512.933m 0003 0.003 = EY a1eC AcclerationX(g) 0031
o mitec muisec Acceleration ¥ (g) -0.13
25429%m  0.002mfsec  0.002msec 14 En atoc AccelerationZ(g) 0995
2542924m  0.004mfsec  0.004mfsec 14 B a1 Gy10 X (degrees/seq 0.005
2542931m  0.004mfsec  0.001msec 14 En atoc Gyro ¥ (degrees/se) 0
2 2542020m  0.002msec  0.O0Imfse 14 £ atec o2 (degrees/seq 0,007
- Quatw o1
2545.661m  2542914m  D.O0Smfsec  0.003mpfec 14 En atoc Quatx 0053
245917 m  2542.8%8m  0.012mfsec  0.003mpsec 14 £ a1oc Quaty 0039
25%.331m  2592.91m  0Olimfsec  0003mpec 14 B a1 QuatZ 0785
254.554m  2542.908m  D.006mfsec  0.004mpec 14 En atoc Velodity N-0.001
Velodity £ -0.002
25%.45%m  2592.913m  0.006mfsec  0.003mpsec 14 EY a1°C Velocity b 0,001
2545.831m  2542.92tm  D.004mfsec  0.002mpsec 1% En a1 Battery (mAR) 5673
< e e S e e == Battery (%) 94
Battery temperature 4.1°C
Group by: Year| Month | Dz, 0158 10F 182 BRE 0174 6T 202 22 Battery voltage (V) 16957
Battery current (&) 1405
i i
5 08 ez Az mresamussa Y K Bidence O addtag ) Note v
Verson: 13.7.0.100 Total: 6,252 Fitered: 6,252 Selected: 1 Youhave 3 new notfications 4|

UFED ¥ Oxygen®| 7% DAT TtUS sfAfsto] AIRARI HRE Al&s6l=H| 3
7t SQiek. wEbA & o AR gk ERlskr] lsiAlE DIl A& Z& 13 (DatCon)
EL Alo|Ehttps://www.djilogs.com/) S 0]-850] B3t - Eadstoiof st} DatCon
2 529 27 fUDATE Wdkelo] sjdsiFE F8 Xl Ztolth DAT

AL csv FEIRE A= DI 71A 9 =] RO gt tiRke] 208 HojEr)
DAT TS cov FE|Z Wsto] Eolgh 2ol FRE 2, MU, ATTI, GPS,
ZEED, RCYE, gk IR D, wiEe] A, 2H, 3% 5 ot JEE
7185tm 7t = oF 2709 7M1 AREAES AT 4 Ytk

O

3) EEN ¢1AE ZHIY FX| Loy 24

7150l w2t =28 24 olQlole A2 FA Wel Hold 245 9l Bl =1
Sat 2ol eiE B4L AET % Aok

(1) plist o+ &4

plist(property list) A OS X, i0S T2 1Y AZEQo] LA 5o
ol§E= A AdH o T AREALY] HAS Aok=H AM&Et.iPhone W DJI
GO APPOl I8 com.dii.go.plist T UZ AW EH =& Au]o] ey, A2 T,

QI5t CIX|ZmAIAI| TpR|Q} BIMElot 553
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[22 3-34] iPhone =2|% e} H|O|E - com.dji.go.plist

© Extraction Summary (1) @ com.dji.go.plist x O Installed Applications (300)

Hex View File format viewer File Info

Search Clear

4 dict={
appVersion_pack : AsciiString = 4.2.20
»  comfacebook sdk:serverConfiguration1820832821495825 : bplist = {
kFPVGotoMediaLibraryKey - baolean = True
lastPraduct : integer = 44
a  term_info_key @ array = [
AsciiString = droneforensics@vteinc.com100

GID_AppHasRunBefore : boalean = True

DJiLastCommaonUpgradelogFileTime : real = 551136
__DJI_TUTORIAL_SHOW_CAMERA_MODE_: boolean = True
DJILastCountryCodeMame : AsciiString = US

sdkfirststart - boolean = True
__DJI_TUTORIAL_SHOW_CHECKLIST_CLOSE_ : boolean = True

>

(2 21 dEe 9 DAT g &
TE 7]A18at oy g} DJI APPOA = DAT 3938 AASH}. UFEDOA= DAT
el Y 7]1E=0] 9 27 dEFE HolE FHZ AEsi}

[ 3-35] iPhone =2|X A H|0|E| - com.d]i.go.plist

O Extraction Summary (1) @ Log Entries (159) x

ol

O Apple iOS Full File sys...

=0

208 zg

e
e

9,2018

(4

Q

T B = | Export¥ Filters * Actions ¥

B o — # |8 X K| !Timestamp * Identifier ¥ Body ~ Source * Source file information v

I 4 2018-06-10 23 32300 24453166 0 [L-SENSOR][ASRIneed re sync host load_offset, freq=_. 2018-06-1.. 2018-06-19 15-23-00 FLYO
00.DAT : OXTFE

] 5 2018-06-19 2 3:23:00 24453022 0 [L-SENSOR][ASR]need re sync host load_offset, freq= 2018-06-1 2018-06-19_15-23-00_FLYO
00.DAT : OXTAF

1 6 2018-06-19 23 32300 24452858 0 [L-SENSORJ[ASRIneed re sync host load_offset, freq=_. 2018-06-1.. 2018-06-19 15-23-00 FLYO
00.DAT : 0x760

S

DAT T2 CswWiew Z2IHS 53] AlZHQl #£40] 7Fs3ith Cowiewss 52

O
= O
BB EE Aldeiste] EAlstE B ofuzEt REQ] AEE Y AH, Aert el

938) iPhone 715 DAT Y2 /mobile/Containers/Data/Application/com.dji.go/Documents/FlightLogs/
E9 ol {Ag.



0|0t =X|2 o|= | |E-I aJLIO| '||. | |. HEX{H}O
H3E =K STIS fIeh TIXZZHAQ Hpx|et 2Tt
olaLo Aé ’H/\ A 0’" Oq =
A5 N 5= AR Wt Hojwoh
2] - i HHO - ol =2 i
[33 3-36] iPhone =2|X i G|0O|E| - DAT It 2A(CsvView,
e
TXTiogT o Track | Export.zip Version 424 Help
AT, bt csv or tsv | GW202IL QITHWS, & [ ) _15-23-00_FLYD0O.DAT
Source Type | DATGENERIC el -
= [ACType  PaPV2
Ty [date Time 1 2016-6-19 212253 GMT
romt Motor
PMagMod/Compass Eror
SigPlayers [navhe:
EventLogPlayer
Reverting to simple Time axiz processing becasue
not enough valid GPS data exists before the 1st rollover
Info Messages. GeoPath IMUO has headingSignal AirSpeed:windDirection that isn’t defined
Warnings. Errors
(& X [F]
Zoom Reset | GoogleMap Key | Copy 10 System Clipboard Zoom Reset Copywsysmm Ciipboard | Expose SigPicker |  Multi Y 4
A 4 5500 O
o
a0 @
@
3300 x
2200 9
=
. unu
170.15657 204
Motor:Speed:RFront (4,571 Motor:Speed-LFront [4.37
Motor:Speed:LBack [5.463 Motor:Speed:RBack (6,604
Version 4.2.4
Zoom Reset | Copy to System Clipboard | Expose Sigicker | Multi ¥
98 1,680 189
7.800 s Dlres 182
o 2 -]
.50 @lro  §liswn  Blas g
S
o Zo El S b
e
| 3000 Sl Slisew Sl g
= <] e
2800 2l26  Slisos =|se 2
1,300 14 § 1470 27

- - ]
43146 ‘1 70.15608 221 230

& Muo[ Choose anﬁj [JIMU_ATTIO):yaw:C [ Choose Color
P! Front 4,374 1:PWM:LFront [31.8
[ IMUATTIO:magYay :C
LFront [1,560.3 Motor:Cument:LFront (0.5

() eventLog:FLY000 - o X

80.705 : 18306 [L-NSLLAMESL.ag obv buffer size(210/270] & o

80.706 : 18306 (L-NS) [AHES),pra obv butfer size(222/270) Zoom Reset | Copy to System Clipboard | Expose SigPicker | Ml ¥

80.713 : 18307 IL-FMU/LED]act|on changed. forears LED outer ct

114.977 © 19962 [L-GEO] [ handler_update_app_dblerons ii 156 2

115,009 : 19965 [L-GEO) [1mu_s)i_hand|er_update_app_dblerong it es B

143.205 : 21306 [L-NS] [AHRS) 79 obv butfer size(210/270) n 5
p-(143.205 : 21306 [L-NS] [AHRS),pva obv buffer sizel222/270) =t 132

205.705 : 24306 [L-NS[AHRS],a3 obv bulfer size(210/270] 2 S

205.705 24306 [L-NS] [AHRS).pva obv buffer sizel222/270) =

236.581 25789 [L-GEO] [fwu_api_hand|er_update_spp_dblerong ir 108

236.643 : 25782 [L-GEO) [1mu_api_handler_update_app_dblwrong it s 5

268.205 : 27306 [L-NS][AHRS).ag obv butfer size(210/270] o

268.205 : 27306 [L-NS] [AHRS].pva obv buffer sizel222/270) v 84 =

< > 143 156 | 1170.156  Yes 208 221 234

D S ced by eI I SvuchioberFise IMU_ATTIOinumSats [13 Version 4.2.4
Synch and be synced other Players | Don't synch with other Players

A

=)
Rie |

(3) TXT =Y
DJIFlightRecord T}U939L txt EIAE XY™ DATH AT} TR7FA| 2 CsvView

Z #40] 7Fsdtt. Cswiew®] B F2 HiEE #¥ FEE Sld o Sl

939) iPhone 715 TXT Y2 /mobile/Containers/Data/Application/com dji.go/Docurments/FlightRecords/
2] Yol AR}
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HEF BSAL HH U EAA J|Y SEUTY A7(V)

(T1¥ 3-37)2 AIRDATAE &9l did 215 #A4I%F Axolth. AIRDATA= €
AollA] EE BRIE ARTSH oF EAIste] ik AlFsis= Afe|Eolt v

= FA59 IAR), A, AN, FEE, 714, HHolE R0} o Aol
FA=5 w9 ot wRsEE =] Uk

[32 3-37] iPhone =2|X W HO[E - TXT MY 24(AIRDATA)

é@ AIRDAT A HOME MY LOGS EQUIPMENT UPGRADE MEDIA HELP o .“j
VAV oo
1w Actions w UPLOAD FLIGHTS MY BADGE REPORTS
(] (#]
Check your forecast!
== SN
?VE?::E“;DH s "E";:::“‘ Overview Details Equipment Notifications Large Map @
) 2un 13th, 2018 03:27804 T
Jun]gth,ZDIED3:23PM Edit
GENERAL

Jun 15th, Total Mileage
POWER 03:2371 (-08:00) 8,752 ft
Max Distance

Plan
2,415 ft

DEOS  phantam..

SENSORS
Flight Air Tim Max Altitude
08m 225 456.0 ft
Tekeoff Battery Max Speed
CONTROLS 930 185y 30.91 mph
Laning Eattary Max Bat Temp
58% 15.2v 107.5°F
WEATHER
PaPv2/i0S Tips: 2
DI14.2.20 Warnings: 8
MEDIA

Download: KML GPX (2 €SV Original

Add Flight Deseription

muel PHo|H F5 21 dole] 94 S S| SARP B S0 ZEe
74131 SJEk. DIt APP 21 Hlolel= 714 Hlolelet Zo] o 2700] Fo] 21 PES
At

4) EE W MYOMF(QS, W) 24

EE RAFmA o= olmR|e}t TG ol A, R AguiAlol= HIgr|=
2717} A AL FLY000.DAT 41082 B4 Y82 &2 749} ZUsicth

EE2 AxAE 7150 weh AT 4= Qle TR0l Aolstal, EESHE
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271 29o] EASHA] ot =8 tAIERTY Tle2 ARAF 9 Tl FHQ X2

o] SEE A0 Welck wlhA] SEATO] ofet AR R 24} A AEA}
AF T2IW, 4 UAYENY $TH, 0BLA BT 5 BYH0R B8l
dole] BAS AT BRI 9k

4. ESAIL OX[H A "X}
7}. QIElE(Interpol) E2ALY -3 T U=

1) EEAML HSS flet =7] USAt XY
IEE A= 20208 1€ 27] B4 3 OAE Y AFAE At E2AL
& L9 F(FRAMEWORK FOR RESPONDING TO A DRONE INCIDENT)E %

Waloickoi0 201795 H 39 B9k EE MBI 1581902 Ba A - A4 - mAb

i

A2 36 2 A7dle] g ZAYALE ALslch AAHA YL 52 @
T3l AAo] e, EEAT S 9% 2] theAt A, EEl o U
FA U5, 24 24 2 A2 9Pelt UARRA B o 43 So=
0|04 itk

2] YSAE SR AAS A BPATY, S U A SAE A WA,
APAYLE B 127109 AR AF - 33 BAZ o|FolA k. @ 27 g/
AR Sy S SE AR 4L WHE 15ste] A, Ae, oMlE, HA
37 9 94 24 5 BEs] Atk @ W AL AnEY L Fu
Qe BAS Sfol SIS At AS A - EAlSelof Ak @ AR
L AR 09 Haskl Aeold Bk Bt ooty ARg AR
BAgsiof gk @ Hot 9 918 BA ATAFS REsb] 8l ARe At
AU EARE 6 A7 40 @ BAE ATRAL Boshn SARRY Fa4
2 BRI 9151 ZAsHE @ B AR £ A A @ BA] £82 7]
9ol @4 BeEe AN @ BE BE ABYoIA 0|2l BEL HuR
& ZiolA] 7Ks3t e J1Zsjojof st ® AmaAel thet 54 B 24, 918

=

940) Interpol, 2020, "Framework for Responding to a Drone Incidenty.
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B 2 g 5lo] 52 T 4 Gl A4S nlHIRicE © U SAR B4 ot 3
N7\ HES A BAAS BE AHESL #g0l tet Hefait © @ Bk
g 2AZ A, 54, RENT SAUAANS AT 541 M2 LS A5
St 0 WA AR B Aol HAES) @l e g A ol
53] 20Kt 375 APESIT 27] SIS 9% B AAH 24 L B
ARG AW % A AR 27 B PR geo] dat Zas 15

AT @ SULA H B A E 7|4 B0 s dRo S4TT At

i

o

7| S},
B 3-19] EE2AID JFKXE &M
Gl L& G LHE
1 x| g / gE4+H 7 TAEY 3 A
2 PAENIESPN G 8 ADXSIHA 5 2 L
3 | g=t= 9 B0l &
4 | SO HOtY ol ZH| 10 | S EIHAA
5 47 AE 4 B 3 =ot 11| S A S 2T 2M3 3
6 Y SHH QA & HY ARA 22l 12 | HZ7|1E
Z3 : Interpol, 2020, FRAMEWORK FOR RESPONDING TO A DRONE INCIDENT, 31~42%

o|gA EEALY A& thgt 2|7} uptaEEglow theog tE oks 2
o B, ZFAL A 04—r, Ho|2E g4 of&, [ED E=

DNA%}H A ZAFHE s A1 2HE. ﬂZiA} g 9 AAHSE ZIbsto] UAVY
9 AR 715, vAvel 24 iRt Qle A AIA, 94 AR BAE 8
mjgjeo] wlo] ZYHog T 52 Bl FHSHA it Fgo] EAEI 24
7F FeiAIE, AR 242 27 tigolA ARl BiFAE AEsH] s w7
9, ogA, AAQJNA FHfoF sh= RO WA Hr}. FAREo] ojsh=
59 73 oA Ame DA ARA - AR Bl we T2y (1|
3-38)3} o] HE FARE GAE AX.

Fl
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[ 3-38] +AMERt 7HR

=1 Instigation

¥

Initial investigation

No further
investigation — Investigative Further
intelligence input evaluation investigation
to system
Suspect management
No charge/other Evidential Further
disposal evaluation investigation
Charge
!
Case management
Y
Court

£X : Interpol, 2020, FRAMEWORK FOR RESPONDING TO A DRONE INCIDENT, 48H

2) =20 ofet CIXZRHA] AHOo|A &2 H EM4ER

£ I 2800 Bt gAE R A2 RS ARFARI)EE] I
FEAEAR FLEsto] 71ttt o] 201790l QIEE0A TS tAE SAEA

A 7lolEERlF} U], ol =2 tiet 37 Al § 248 HAE SARAA

oM APske= AS A= ol wet dig EAE £8% Ao= Helr:. WA, =28

off tigh AR E AHEE O 8485, @ AR 55, © 3718 55 @ 37=
2y 024 29, © 7= W 0 A F= GAR 3 AR BER]oA
a3 H2 379 AAEBA(Chain of Custody)& FAISH= A°lth. 84
158 AR S= A7HA] 7100 et ofu’t H7g - 22o] WAYSHA| i 7 i
FoArgel dish AlAStaL At

>, of\

e
)
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HEF BSAL HH U EAA J|Y SEUTY A7(V)

[T28 3-39] =20 thst CIXES A X2l H 24 Hxt

i MME

ZX : Interpol, 2020, FRAMEWORK FOR RESPONDING TO A DRONE INCIDENT, 51H

Receiv
request

chgoR Ego o OAEERA BAANE O 85, @ 24 0 BA, @
Az @Az AgE

(323 3-40] =20 tiet CIX[Z2ZAA ZAHER}

9999

ZX ! Interpol, 2020, FRAMEWORK FOR RESPONDING TO A DRONE INCIDENT, 54t

YE(Acquisition) DAl B2, AEEDY, BHIYE Fe REEI Z2 A% FA
GAD)Y ZAAH BEARLS ofu|x] mtdolut mjo] PR vhe= o R FA
o] 724 HES Bl 2AF E EA dAlOIA &8 5 A Stk olE fish kst
I AR o ® glSstofof sh, SiAIgk 715, AR BiAo] HlolE A4 59
71&E E575tofof gttt sid T Ao E& HolH —zr%HJ 1= =
$Oo® SR AESYRE BRotal, W w2t E24 - =94 25, SUAAY

I JTAG/Chip-Off 47HA1& AASLL it

—}

[28 3-41] E2 T= HEEY et =& Ext

Extract |

Identify Isolate Verify D ik
exhibit and exhibit from relevant exhibit and Il acti
storage media network data extracted data a’lactions

=X Interpol, 2020, FRAMEWORK FOR RESPONDING TO A DRONE INCIDENT, 57



TP AEehd (& 3203 gk AEETE Zedy FES AQdsiaL
A5t
3ff HlolE

CE27} ZUsH = A3t} g5 UsB AClES PCet
=294 - =24 &, dAAE %#%ﬁﬂ]ﬂTAG/ChI -OffE &9
I

o . oy Ol AAF OfE 30
1. AP AL . H|‘|E13| 28] 9l {2 Alo| AA} e Ty} O O
o 34
o ZH D2H|0f| 2t % $73.*3f0:| oL/
EHERE HAERL §“’._l
ug=p] w -
2. D2 XA || Lo/ Ee u;mlaq A 7|2 2 AR USB #Ho|2 O
2o =
=3 JTAG,
3 QEXMIH | EXZOA|C: SD 7IE)E ZM ISP,
: ﬂ; D_;:iﬂﬂ o DE QIRF XRIINF|Q| AFRI L a|0|E XI™ | Chip-Off O O
o  QEXFOH Q| =2|% 0|0|X| &=
« E23 XL HA] BH|0f] HZ5H0 H|O|E
AU REE T T TR ol o
55 - BS N C2 HiE o EX
5. ZMAE Y | - /IO ol
25 - 20} 31 THR0| OB MR T A ©1©
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